Coalition

CYBER RISK, SOLVED
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€ Coalition

OVERVIEW

WE’RE A NEW KIND OF INSURANCE

Coalition was purpose-built at the intersection
of technology and insurance to help companies
manage cyber risk. This risk assessment is the
first step in this continuous process. Using
externally observable data, this report provides
an objective, evidence-based assessment of your
cyber risk and overall security preparedness. As
your dedicated risk management partner, our
security team is available to provide additional
context and to help you to implement security

and loss controls, all at no additional cost.

HELP@THECOALITION.COM

o
"

1-833-866-1337



Cyber Risk Assessment

c Coalition XYZ Co.

Current Ranking

XY Z CO. You rank in the 25" percentile

of all Coalition policyholders.

Current risk level: IEIEH

This assessment was created for XYZ Co. (the "insured") by Coalition
Insurance Solutions, Inc.. Using externally observable data collected
by Coalition's signals intelligence platform, it provides a snapshot
of the insured's current risk level, and its relative security posture as
compared to all Coalition policyholders. This data, combined with
Coalition's proprietary claims and loss data, is used to probabilistically
determine the likelihood of a cyber incident, and to provide a relative
measure of the insured's defensive security posture as compared to
other organizations insured by Coalition.

Global Avg »

Assets Detected <You
DOMAINS DEVICES APPLICATIONS SERVICES

149 1 6 5

Critical Alerts (0)

There are no critical security alerts for XYZ Co..

Recommendations (4)

Enable DMARC / E-mail Protection

Configure DMARC in minutes to prevent phishing attempts and
spam. Properly configured DMARC/DKIM records can help ensure that
only authorized systems can send email on the behalf of a company.
There is no cost to implementing DMARC.

Enable SSL/TLS Encryption Premium discounts are offered to
companies that use encryption.
The insured should consider implementing SSL/TLS encryption
on its website and forcing all traffic over HTTPS to protect information
transmitted through the insured's web application. A free SSL
certificate can be acquired from Let's Encrypt, or by using Cloudflare,
one of Coalition's included security applications.
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https://blog.returnpath.com/build-your-dmarc-record-in-15-minutes-v2/
https://letsencrypt.org/
https://www.cloudflare.com/

Cyber Risk Assessment

c Coalition XYZ Co.

<= Enable DNSSEC

DNSSEC eliminates the threat of DNS cache poisoning by authenticating
all DNS queries with cryptographic signatures. Instead of blindly
caching DNS records, DNS servers will reject unauthenticated
responses.  Combined with secure registrar practices, DNSSEC
guarantees that those visiting your domain see your website
and not the content on somebody else's web server. You can
learn more about DNSSEC here.

<> Create a security vulnerability disclosure program For more information, reference the
HackerOne app available within the

Discover critical security vulnerabilities before they can be criminally  Coalition policyholder dashboard.

exploited. Coalition has partnered with HackerOne to provide a free

security vulnerability disclosure program to all Coalition policyholders.
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https://www.cloudflare.com/dns/dnssec/
https://blog.thecoalition.com/hackerone/
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c Coalition XYZ Co.

COMPROMISED CREDENTIALS
OVERVIEW

Coalition's signals intelligence platform collects information from past data breaches, hacker forums, and other dark
web sources to determine whether an organization's data, including employee login credentials and other sensitive
information, have been compromised in third party data breaches.

SIGNIFICANCE

Most computer systems rely on passwords to prevent unauthorized access, and all the cybersecurity in the world
won't help you if someone knows or guesses your password. Criminal actors frequently take advantage of the fact
that many individuals re-use passwords, and use credentials compromised from prior data breaches in order to target
e-mail, banking, and other corporate accounts. So called "credential stuffing" attacks are a leading cause of data
breaches.

WHAT YOU CAN DO
Coalition continuously monitors for compromised credentials to in order to provide advanced warning on potential

threats to an organization. Upon receiving an alert, the affected user should ensure that they update their passwords
for all affected services. Read more about password security.

LIST OF COMPROMISED CREDENTIALS

14980 were identified; below are the first 250. The policyholder will have access to the full set of compromised
credentials in their Coalition Dashboard.

USER/ACCOUNT SOURCE DATA COMPROMISED
000000@xyz.com NetEase Email addresses, Passwords
00000@xyz.com NetEase Email addresses, Passwords
000@xyz.com MySpace Email addresses, Passwords, Usernames
000@xyz.com NetEase Email addresses, Passwords
0010227abc@xyz.com Dodonew Email addresses, Usernames
0010227abc@xyz.com NetEase Email addresses, Passwords
0010227abc@xyz.com Youku Email addresses, Passwords
0010227abx@xyz.com 17173 Email addresses, Passwords, Usernames
0010227abx@xyz.com OnlinerSpambot Email addresses, Passwords
0010227abx@xyz.com Taobao Email addresses, Passwords
0010227abx@xyz.com uuu9 Email addresses, Passwords, Usernames
001@xyz.com Dropbox Email addresses, Passwords
002@xyz.com Dropbox Email addresses, Passwords
00544ligiang@xyz.com Youku Email addresses, Passwords
007abc@xyz.com NetEase Email addresses, Passwords
00710071—-yougeaotem@xyz.com NetEase Email addresses, Passwords
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https://blog.thecoalition.com/practical-security-passwords/
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Cyber Risk Assessment

XYZ Co.
USER/ACCOUNT SOURCE DATA COMPROMISED
007@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
008abc@xyz.com NetEase Email addresses, Passwords
010123@xyz.com NetEase Email addresses, Passwords
01101labc@xyz.com NetEase Email addresses, Passwords
012345abc@xyz.com NetEase Email addresses, Passwords
0123@xyz.com JustDate Dates of birth, Email addresses, Geographic locations, Names
0190123123@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
01@xyz.com Dropbox Email addresses, Passwords
02@xyz.com Dropbox Email addresses, Passwords
0306@xyz.com NetEase Email addresses, Passwords
0320032@xyz.com NetEase Email addresses, Passwords
03spraguealexandra@xyz.com RiverCityMedia Email addresses, IP addresses, Names, Physical addresses
03@xyz.com Dropbox Email addresses, Passwords
—-0424@xyz.com NetEase Email addresses, Passwords
0528lab@xyz.com NetEase Email addresses, Passwords
0528ab@xyz.com NetEase Email addresses, Passwords
0583905394@xyz.com NetEase Email addresses, Passwords
0858abc@xyz.com 17173 Email addresses, Passwords, Usernames
0858abc@xyz.com Dodonew Email addresses, Usernames
0858abc@xyz.com OnlinerSpambot Email addresses, Passwords
0858abc@xyz.com Taobao Email addresses, Passwords
0858abc@xyz.com uuu9 Email addresses, Passwords, Usernames
092252abc@xyz.com OnlinerSpambot Email addresses, Passwords
0987654321@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
090pi@xyz.com Youku Email addresses, Passwords
100000@xyz.com NetEase Email addresses, Passwords
100266652@xyz.com NetEase Email addresses, Passwords
1004511581@xyz.com NetEase Email addresses, Passwords
1006747 @xyz.com Dodonew Email addresses, Usernames
1006747 @xyz.com NetEase Email addresses, Passwords
1009939985@xyz.com 17173 Email addresses, Passwords, Usernames
1009939985@xyz.com OnlinerSpambot Email addresses, Passwords
1009939985@xyz.com Taobao Email addresses, Passwords
1009939985@xyz.com uuu9 Email addresses, Passwords, Usernames
101010101abc@xyz.com NetEase Email addresses, Passwords
1010996232@xyz.com Youku Email addresses, Passwords
1014733027@xyz.com 17173 Email addresses, Passwords, Usernames
1014733027@xyz.com Dodonew Email addresses, Usernames
© Copyright 2018. Coalition, Inc. CONFIDENTIAL 40f 19
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XYZ Co.
USER/ACCOUNT SOURCE DATA COMPROMISED
1014733027@xyz.com NetEase Email addresses, Passwords
1014733027@xyz.com OnlinerSpambot Email addresses, Passwords
1014733027@xyz.com Taobao Email addresses, Passwords
1014733027@xyz.com uuu9 Email addresses, Passwords, Usernames
1016054970@xyz.com NetEase Email addresses, Passwords
101@xyz.com NetEase Email addresses, Passwords
1026551426abc@xyz.com NetEase Email addresses, Passwords
1029035407 @xyz.com NetEase Email addresses, Passwords
1032254068abc@xyz.com NetEase Email addresses, Passwords
1034201585abc@xyz.com 17173 Email addresses, Passwords, Usernames
1034201585abc@xyz.com Dodonew Email addresses, Usernames
1034201585abc@xyz.com OnlinerSpambot Email addresses, Passwords
1034201585abc@xyz.com Taobao Email addresses, Passwords
1034201585abc@xyz.com uuu9 Email addresses, Passwords, Usernames
1034349393@xyz.com NetEase Email addresses, Passwords
1034349398@xyz.com NetEase Email addresses, Passwords
1035473635@xyz.com NetEase Email addresses, Passwords
1040588156@xyz.com NetEase Email addresses, Passwords
1041918869jht@xyz.com NetEase Email addresses, Passwords
1045038735@xyz.com NetEase Email addresses, Passwords
1046107999@xyz.com NetEase Email addresses, Passwords
1046951093c@xyz.com Duowan Email addresses, Passwords, Usernames
104@xyz.com Dropbox Email addresses, Passwords
1064097281@xyz.com 17173 Email addresses, Passwords, Usernames
1064097281@xyz.com Dodonew Email addresses, Usernames
1064097281@xyz.com NetEase Email addresses, Passwords
1064097281@xyz.com OnlinerSpambot Email addresses, Passwords
1064097281@xyz.com Taobao Email addresses, Passwords
1064097281@xyz.com uuu9 Email addresses, Passwords, Usernames
1064722476@xyz.com NetEase Email addresses, Passwords
1067472171@xyz.com NetEase Email addresses, Passwords
1067978126@xyz.com NetEase Email addresses, Passwords
107@xyz.com Dropbox Email addresses, Passwords
1084465100qg@xyz.com NetEase Email addresses, Passwords
1092036641@xyz.com Tianya Email addresses, Names, Usernames
1097427361@xyz.com 17173 Email addresses, Passwords, Usernames
1097427361@xyz.com Dodonew Email addresses, Usernames
1097427361@xyz.com NetEase Email addresses, Passwords
© Copyright 2018. Coalition, Inc. CONFIDENTIAL 50f19
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USER/ACCOUNT SOURCE DATA COMPROMISED

1097427361@xyz.com OnlinerSpambot Email addresses, Passwords

1097427361@xyz.com Taobao Email addresses, Passwords

1097427361@xyz.com uuu9 Email addresses, Passwords, Usernames

10abc@xyz.com NetEase Email addresses, Passwords

1100@xyz.com NetEase Email addresses, Passwords

110918@xyz.com Dodonew Email addresses, Usernames

110918@xyz.com NetEase Email addresses, Passwords

111111 111111@xyz.com JobStreet Dates of birth, Email addresses, Genders, Geographic locations, Government issued IDs,
Marital statuses, Names, Nationalities, Passwords, Phone numbers, Physical addresses,
Usernames

1111@xyz.com NetEase Email addresses, Passwords

11136300@xyz.com NetEase Email addresses, Passwords

11148485@xyz.com NetEase Email addresses, Passwords

1115291047.abc@xyz.com Duowan Email addresses, Passwords, Usernames

111@xyz.com Dodonew Email addresses, Usernames

111@xyz.com NetEase Email addresses, Passwords

112018@xyz.com NetEase Email addresses, Passwords

112233@xyz.com ModernBusinessSolutions Dates of birth, Email addresses, Genders, IP addresses, Job titles, Names, Phone numbers,
Physical addresses

1123456@xyz.com Youku Email addresses, Passwords

1129967319@xyz.com NetEase Email addresses, Passwords

1129967319@xyz.com OnlinerSpambot Email addresses, Passwords

112abc@xyz.com QuinStreet Dates of birth, Email addresses, IP addresses, Passwords, Usernames, Website activity

113@xyz.com NetEase Email addresses, Passwords

1143237999@xyz.com 17173 Email addresses, Passwords, Usernames

1143237999@xyz.com NetEase Email addresses, Passwords

1143237999@xyz.com OnlinerSpambot Email addresses, Passwords

1143237999@xyz.com Taobao Email addresses, Passwords

1143237999@xyz.com uuu9 Email addresses, Passwords, Usernames

11464945@xyz.com NetEase Email addresses, Passwords

1163578563@xyz.com NetEase Email addresses, Passwords

1194666232@xyz.com 17173 Email addresses, Passwords, Usernames

1194666232@xyz.com Dodonew Email addresses, Usernames

1194666232@xyz.com NetEase Email addresses, Passwords

1194666232@xyz.com OnlinerSpambot Email addresses, Passwords

1194666232@xyz.com Taobao Email addresses, Passwords

1194666232@xyz.com uuu9 Email addresses, Passwords, Usernames

1194916154@xyz.com NetEase Email addresses, Passwords

1196598730@xyz.com NetEase Email addresses, Passwords

© Copyright 2018. Coalition, Inc.
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Cyber Risk Assessment
XYZ Co.

USER/ACCOUNT SOURCE DATA COMPROMISED

11@xyz.com Dropbox Email addresses, Passwords

120040567—-me@xyz.com NetEase Email addresses, Passwords

120856564@xyz.com NetEase Email addresses, Passwords

121209356@xyz.com NetEase Email addresses, Passwords

121212@xyz.com NetEase Email addresses, Passwords

1212412@xyz.com NetEase Email addresses, Passwords

121345@xyz.com Dodonew Email addresses, Usernames

121345@xyz.com NetEase Email addresses, Passwords

1213545@xyz.com Youku Email addresses, Passwords

121388980@xyz.com NetEase Email addresses, Passwords

121694541@xyz.com NetEase Email addresses, Passwords

1227065211@xyz.com Fling Dates of birth, Email addresses, Genders, Geographic locations, IP addresses, Passwords,
Phone numbers, Sexual fetishes, Sexual orientations, Usernames, Website activity

1227065211@xyz.com OnlinerSpambot Email addresses, Passwords

1227947564@xyz.com NetEase Email addresses, Passwords

1227@xyz.com RiverCityMedia Email addresses, IP addresses, Names, Physical addresses

122lan@xyz.com
122lan@xyz.com
122lan@xyz.com
122lan@xyz.com
122lan@xyz.com
122lan@xyz.com
123123123@xyz.com
1231231@xyz.com
1231231@xyz.com
1231231@xyz.com

1231231@xyz.com

1231236158111@xyz.com

123123@xyz.com
123123@xyz.com

1231@xyz.com

1231@xyz.com
12321@xyz.com
123321@xyz.com
123321@xyz.com
12344@xyz.com

12344@xyz.com

17173

Dodonew
NetEase
OnlinerSpambot
Taobao

uuu9

HIAPK

17173
OnlinerSpambot
Taobao

uuu9

Youku

Adobe

NetEase

Fling

OnlinerSpambot
JustDate
Exploitin
MySpace
MySpace

OnlinerSpambot

© Copyright 2018. Coalition, Inc.

Email addresses, Passwords, Usernames

Email addresses, Usernames
Email addresses, Passwords
Email addresses, Passwords

Email addresses, Passwords

Email addresses, Passwords, Usernames
Email addresses, Passwords, Usernames

Email addresses, Passwords, Usernames

Email addresses, Passwords

Email addresses, Passwords

Email addresses, Passwords, Usernames

Email addresses, Passwords

Email addresses, Password hints, Passwords, Usernames

Email addresses, Passwords

Dates of birth, Email addresses, Genders, Geographic locations, IP addresses, Passwords,

Phone numbers, Sexual fetishes, Sexual orientations, Usernames, Website activity

Email addresses, Passwords

Dates of birth, Email addresses, Geographic locations, Names

Email addresses, Passwords

Email addresses, Passwords, Usernames

Email addresses, Passwords, Usernames

Email addresses, Passwords
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Cyber Risk Assessment
XYZ Co.

USER/ACCOUNT SOURCE DATA COMPROMISED

123450@xyz.com NetEase Email addresses, Passwords

1234567890@xyz.com RiverCityMedia Email addresses, IP addresses, Names, Physical addresses

1234567890@xyz.com Tianya Email addresses, Names, Usernames

12345678987@xyz.com Youku Email addresses, Passwords

123456789@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames

123456789@xyz.com Dropbox Email addresses, Passwords

123456789@xyz.com iMesh Email addresses, IP addresses, Passwords, Usernames

123456789@xyz.com LinkedIn Email addresses, Passwords

123456789@xyz.com MySpace Email addresses, Passwords, Usernames

123456789@xyz.com Neopets Dates of birth, Email addresses, Genders, Geographic locations, IP addresses, Names,
Passwords, Usernames

123456789@xyz.com NetEase Email addresses, Passwords

123456789@xyz.com Tianya Email addresses, Names, Usernames

12345678@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames

12345678@xyz.com MySpace Email addresses, Passwords, Usernames

1234567msl@xyz.com NetEase Email addresses, Passwords

1234567@xyz.com iMesh Email addresses, IP addresses, Passwords, Usernames

1234568@xyz.com MySpace Email addresses, Passwords, Usernames

1234568@xyz.com OnlinerSpambot Email addresses, Passwords

123456abcdef@xyz.com MySpace Email addresses, Passwords, Usernames

123456abcdef@xyz.com OnlinerSpambot Email addresses, Passwords

123456abc@xyz.com NetEase Email addresses, Passwords

123456msl@xyz.com NetEase Email addresses, Passwords

123456mxz@xyz.com NetEase Email addresses, Passwords

123456q@xyz.com 7kTk Email addresses, Passwords, Usernames

123456q@xyz.com NetEase Email addresses, Passwords

123456@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames

123456@xyz.com AshleyMadison Dates of birth, Email addresses, Ethnicities, Genders, Names, Passwords, Payment histories,
Phone numbers, Physical addresses, Security questions and answers, Sexual orientations,
Usernames, Website activity

123456@xyz.com Dodonew Email addresses, Usernames

123456@xyz.com Dropbox Email addresses, Passwords

123456@xyz.com Evony Email addresses, IP addresses, Passwords, Usernames

123456@xyz.com Exploitin Email addresses, Passwords

123456@xyz.com iMesh Email addresses, IP addresses, Passwords, Usernames

123456@xyz.com LinkedIn Email addresses, Passwords

123456@xyz.com NetEase Email addresses, Passwords

123456@xyz.com QuinStreet Dates of birth, Email addresses, IP addresses, Passwords, Usernames, Website activity

123456@xyz.com TGBUS Email addresses, Passwords, Usernames

© Copyright 2018. Coalition, Inc.
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Cyber Risk Assessment

XYZ Co.
USER/ACCOUNT SOURCE DATA COMPROMISED
12345abc@xyz.com NetEase Email addresses, Passwords
12345@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
12345@xyz.com Dailymotion Email addresses, Passwords, Usernames
12345@xyz.com Dodonew Email addresses, Usernames
12345@xyz.com Evony Email addresses, IP addresses, Passwords, Usernames
12345@xyz.com MySpace Email addresses, Passwords, Usernames
12345@xyz.com NetEase Email addresses, Passwords
12345@xyz.com RiverCityMedia Email addresses, IP addresses, Names, Physical addresses
12345@xyz.com Youku Email addresses, Passwords
1234aaabc@xyz.com NetEase Email addresses, Passwords
1234abc@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
1234abc@xyz.com Dodonew Email addresses, Usernames
1234abc@xyz.com NetEase Email addresses, Passwords
1234qwerl4@xyz.com Dropbox Email addresses, Passwords
1234qwerl6@xyz.com Dropbox Email addresses, Passwords
1234qwerl7@xyz.com Dropbox Email addresses, Passwords
1234qwerl8@xyz.com Dropbox Email addresses, Passwords
1234qwer25@xyz.com Dropbox Email addresses, Passwords
1234qwer26@xyz.com Dropbox Email addresses, Passwords
1234qwer29@xyz.com Dropbox Email addresses, Passwords
1234qwer2@xyz.com Dropbox Email addresses, Passwords
1234qwer30@xyz.com Dropbox Email addresses, Passwords
1234qwer31@xyz.com Dropbox Email addresses, Passwords
1234qwer3@xyz.com Dropbox Email addresses, Passwords
1234qwerd@xyz.com Dropbox Email addresses, Passwords
1234qwer5@xyz.com Dropbox Email addresses, Passwords
1234qwer8@xyz.com Dropbox Email addresses, Passwords
1234@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
1234@xyz.com Dodonew Email addresses, Usernames
1234@xyz.com Evony Email addresses, IP addresses, Passwords, Usernames
1234@xyz.com JustDate Dates of birth, Email addresses, Geographic locations, Names
1234@xyz.com LinkedIn Email addresses, Passwords
1234@xyz.com MySpace Email addresses, Passwords, Usernames
1234@xyz.com NetEase Email addresses, Passwords
1234@xyz.com OnlinerSpambot Email addresses, Passwords
1234@xyz.com RiverCityMedia Email addresses, IP addresses, Names, Physical addresses
1234yswabc@xyz.com NetEase Email addresses, Passwords
123671@xyz.com NetEase Email addresses, Passwords
© Copyright 2018. Coalition, Inc. CONFIDENTIAL 90f19
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USER/ACCOUNT SOURCE DATA COMPROMISED

123aa@xyz.com NetEase Email addresses, Passwords

123abcl123@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
123abcl123@xyz.com Exploitin Email addresses, Passwords

123abcl123@xyz.com MySpace Email addresses, Passwords, Usernames
123abcdefg@xyz.com MySpace Email addresses, Passwords, Usernames
123abcdefg@xyz.com OnlinerSpambot Email addresses, Passwords

1.23abc@xyz.com NetEase Email addresses, Passwords

123abc@xyz.com Adobe Email addresses, Password hints, Passwords, Usernames
123abc@xyz.com Dailymotion Email addresses, Passwords, Usernames
123abc@xyz.com Dodonew Email addresses, Usernames

123abc@xyz.com ModernBusinessSolutions Dates of birth, Email addresses, Genders, IP addresses, Job titles, Names, Phone numbers,

Physical addresses

123abc@xyz.com MySpace Email addresses, Passwords, Usernames

© Copyright 2018. Coalition, Inc. CONFIDENTIAL 10 of 19



Cyber Risk Assessment

Q Coalition XYZ Co.

DETECTED VULNERABILITIES
Severity:
HIGH MODERATE LOW

0 1 3

No actively exploitable vulnerabilities discovered.
OVERVIEW

Coalition's signals intelligence platform passively enumerates the devices, technologies, and services used by an
organization, and cross-references this information with a proprietary database of software vulnerabilities and
versioning information, including comparison against the National Vulnerability Database, a U.S. government
repository of standards-based vulnerability management data represented using the Security Content Automation
Protocol (SCAP).

SIGNIFICANCE

The use of outdated, vulnerable software is a leading cause of data breaches and cyber incidents. Criminal actors
scan the Internet for such software, as we do on behalf of our policyholders, and use this information to target and
breach an organization's computer systems. However, just because software is vulnerable does not mean that it
poses a significant risk to an organization. Our data suggests that fewer than 2% of vulnerabilities are actively
exploited by criminals. Our tracking of criminal exploits allows us to more accurately assess risk, and to work with our
policyholders to most effectively remediate security issues.

WHAT YOU CAN DO

Coalition continuously monitors for software vulnerabilities, with particular attention to vulnerabilities with active
exploits, as well as software upgrade availability to in order help our insureds get ahead of potential threats to their
organization. Upon receiving an alert, Coalition's dedicated security team is available to assist with remediation
efforts.

LIST OF TECHNICAL VULNERABILITIES

TECHNOLOGY VERSION SEEN ON VULNERABILITIES ACTIVE EXPLOITS?
nginx 1.9.9 €c2-52-8-203-224.us-west- CVE-2017-7529 No
1.compute.amazonaws.com
52.8.203.224 CVE-2016-0747

CVE-2016-0746
CVE-2016-0742
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Cyber Risk Assessment

Q Coalition XYZ Co.

PROTECTIVE ACTIONS & CONTROLS
OVERVIEW

In addition to assessing an organization's cyber risk, Coalition also collects and analyzes protective actions and
controls implemented by organizations to mitigate such risk. This information is used for the purposes of assessing
an organization's ability to detect and mitigate risks, as well as for the purposes of applying insurance premium
discounts. Below are several of the positive security measures we detected.

LIST OF POSITIVE SECURITY MEASURES

o« HTTPS
« Amazon Route 53
o SPF

+ Google Apps for Business

© Copyright 2018. Coalition, Inc. CONFIDENTIAL 12 of 19



Cyber Risk Assessment

Q Coalition XYZ Co.

APPENDIX: DOMAINS DETECTED

OVERVIEW

The following domains were detected and enumerated during our underwriting of the insured.
ANALYSIS

The following domains were flagged as potentially unsafe: xyz.com. Contact us for further information.

LIST OF DOMAINS DETECTED

« 2gmg.3hfxyz.com

« 3hfxyz.com

+ abcdexxxxyzabcde.xyz.com

« abc.xyz.com

+ agedgmail.xyz.com

« alipay.com.xyz.com

« allaboutistanbulescort98.xyz.com
« allinfo.xyz.com

« amdc.alipay.com.xyz.com

+ anunciosespectaculares.xyz.com
+ aolmail.xyz.com

+ api.cfxyz.com

« averabag.xyz.com

« av.tubes.xyz.com

« browser-notification.xyz.com

« bucket.xyz.com

« can2.xyz.com

« cfapps.xyzaws.xyz.com

+ cfgov.xyz.com

« cfxyz.com

« clywkozv.xyz.com

+ CMM.Xyz.com

+ COM.CoM.gen .xyz.exosite.xyz.com
+ Ccom.gen.xyz.com

+ COM.gen.xyz.exosite.xyz.com

« com.pornhub.com.randymaugans.com.com.gen.xyz.exosite.xyz.com
+ com.randymaugans.com.com.gen.xyz.exosite.xyz.com

+ COM.Xyz.COM

© Copyright 2018. Coalition, Inc. CONFIDENTIAL 130f 19



Cyber Risk Assessment

Q Coalition XYZ Co.

+ com.youronlinelife.com.gen.xyz.com
+ content.xyz.com

*+ COS.XyZ.COM

+ desktop.xyz.com

« discoverreceiver.xyz.com

+ dm.toutiao.com.xyz.com

« does.xyz.com

» exosite.xyz.com

« finessel.xyz.com

+ flynn.xyz.com

« freelancingtips.xyz.com

o ftp.xyz.com

¢ gen.xyz

+ gen.xyz.com

* gen.xyz.exosite.xyz.com

« git.flynn.xyz.com

+ gluster2.xyz.com

+ hdonline.stream-ing.xyz.com
+ heymanga.xyz.com

+ hindimovies.xyz.com

« hkpic-forum.xyz.com

+ homeareawesome.xyz.com
+ houesxl-ilo.xyz.com
 imap.xyz.com

« intgalf.xyz.com

« isatap.xyz.com

+ k001pj-0001.sea.moonlandabcde.xyz.com
« kafka-broker00.xyz.com

« kafka-broker01.xyz.com

« kafka-broker02.xyz.com

« kinood.xyz.com

o let7.xyz.com

+ lonesxl-ilo.xyz.com

« long.weixin.gg.com.xyz.com
« Ixlgb.clywkozv.xyz.com

« mail.xyz.com

+ Maugans.com.gen.xyz.com
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+ maybeserver.xyz.com

+ microsoft.sample.xyz.com

« moonlandabcde.xyz.com

« mysite.microsoft.sample.xyz.com

« mysite.xyz.com

+ n111-h173.qa.racketsabcde.xyz.com

« netty-client-server-004-17.xyz.com

« netty-client-server-005-13.xyz.com

« netty-client-server-005-17.xyz.com

« netty-client-server-006-15.xyz.com

+ netty-client-server-006-16.xyz.com

» newsite.xyz.com

+ nNexus.xyz.com

» nsl.xyz.com

¢ NS2.Xyz.cOM

« Ogimac.xyz.com

« panthera.xyz.com

* pay.xyz.com

« pdmcdh01.xyz.com

+ pOp.Xyz.com

+ pornhub.com.randymaugans.com.com.gen.xyz.exosite.xyz.com
+ pornhub.xyz.com

¢ pOrn.xyz.com

*+ pgr.xyz.com

+ ga.racketsabcde.xyz.com

*+ Qg.ComM.xyz.com

« racketsabcde.xyz.com

+ randymaugans.com.com.gen.xyz.exosite.xyz.com

+ randy-maugans-crime-pays.maugans.com.gen.xyz.com

+ randy-maugans-crime-pays.rmgserving.com.youronlinelife.com.gen.xyz.com
» randy-maugans.randy-maugans-wholesale-fraud-fake-traffic-real-money.randymaugans.xyz.com
« randy-maugans-self-proclaimed-porn-king.pornhub.xyz.com

« randy-maugans-self-proclaimed-porn-
king.realityking.com.pornhub.com.randymaugans.com.com.gen.xyz.exosite.xyz.com

+ randy-maugans-wholesale-fraud-fake-traffic-real-money.randymaugans.xyz.com
« randymaugans.xyz.com

« realityking.com.pornhub.com.randymaugans.com.com.gen.xyz.exosite.xyz.com
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rhlabb122.xyz.com
rhlabb123.xyz.com
rmgserving.com.youronlinelife.com.gen.xyz.com
sample.xyz.com
sea.moonlandabcde.xyz.com
server-2.xyz.com
sftp.xyz.com
shop.gen.xyz
sipinternal.xyz.com
sip.xyz.com
smtp.xyz.com
stream-ing.xyz.com
test06.xyz.com
tiny-girls.xyz.com
toastlove.xyz.com
torpid.xyz.com
toutiao.com.xyz.com
track.cfgov.xyz.com
tubes.xyz.com
uaa.cfxyz.com
urbanmusicdaily.xyz.com
vcenterl.xyz.com
veenter2.xyz.com
vpn.xyz.com
wapclub.xyz.com
watchhdsports.xyz.com
weixin.qg.com.xyz.com
www.allinfo.xyz.com
www.averabag.xyz.com
www.av.tubes.xyz.com
WWW.CMM.XyZz.com
www.freelancingtips.xyz.com
www.kinood.xyz.com
www.panthera.xyz.com
WWW.POTN.Xyz.Com
wwww.aolmail.xyz.com

www.watchhdsports.xyz.com
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o WWW.XyZ.cCOmM
* WW.XYZ.COM

o XXX.XyZ.COM

* XyZaws.xyz.com

+ Xyz.cOM

* Xyz.exosite.xyz.com

« xyz-fxp-persistency.cfapps.xyzaws.xyz.com
* yesgay.xyz.com

« youronlinelife.com.gen.xyz.com

+ 7agqc.xyz.com

* Zaggx.xyz.com

© Copyright 2018. Coalition, Inc. CONFIDENTIAL 17 0f 19



L. Cyber Risk Assessment
c Coalition XYZ Co.

APPENDIX: DEVICES DETECTED

OVERVIEW

The following devices were detected and enumerated during our underwriting of the insured.
ANALYSIS

No known issues detected.

LIST OF DEVICES DETECTED

IP ADDRESS PORTS TYPE
52.8.203.224 80, 443 Webserver
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FAQ
WHO IS COALITION?

Coalition is a leading provider of Cyber and Technology Errors & Omissions insurance. We provide comprehensive
insurance coverage and free cybersecurity tools to help businesses manage and mitigate cyber risk. Backed by A+/A
rated insurers Swiss Re Corporate Solutions and Argo Group, Coalition provides companies with up to $10M of cyber
and technology insurance coverage in all 50 states and the District of Columbia. Coalition's cyber risk management
platform provides automated security alerts, threat intelligence, expert guidance, and tools to help businesses remain
resilient in the face of cyber attacks. Coalition is headquartered in San Francisco. For more information about
Coalition, visit www.thecoalition.com.

HOW DO YOU DETERMINE THE SECURITY RANKING?

Our security ranking provides a relative measure of an organization's risk and security posture as compared to the
universe of Coalition policyholders. In order to determine the ranking of an insured, we correlate identified risk
conditions with Coalition's proprietary loss and claims data as a provider of insurance to thousands of organizations.
Unlike traditional security ratings that make arbitrary assumptions on the relative impact of an identified risk
condition to generate a security score, Coalition uses actual loss and claims data to identify the most significant risks
to an organization. The result is not only a more accurate assessment of risk, but actionable prescriptions to help an
organization invest its resources against the most impactful remediation actions.

WHERE DOES THE UNDERLYING DATA FOR COALITION’S RISK ASSESSMENT COME FROM?

Coalition passively collects external data on an organization's Internet facing IT infrastructure, compromised system
events, file sharing events, and configurations from many different sources. Coalition does not perform active
collection of information, including penetration testing against an organization's networks, without the explicit
permission of that organization.

HOW CAN | LEARN MORE?
To learn more about Coalition, visit www.thecoalition.com, or our knowledge base at help.thecoalition.com. As a

dedicated risk management partner to our policyholders, Coalition's team of security and insurance experts are
dedicated to helping you implement security and loss controls, all at no additional cost.
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CYBER RISK, SOLVED

This report was prepared by:

COALITION, INC.
415 JACKSON ST., STE 200,
SAN FRANCISCO, CA 94111

FOR MORE INFORMATION VISIT
www.thecoalition.com
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Coalition’s insurance products are offered with the financial security of @ Swiss Re
Swiss Re Corporate Solutions and Argo Pro US (A+/A ratings by A.M. Best). 2 ARGO GROUP



